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Unitat IT Security (i OT Security)

Ciberseguretat

Criptografia

Seguretat
Distribuida

Identitat Digital i
Privacitat

Cybercrime (Deep Web), Cyber Threat Intelligence (Prevenir,
detectar i respondre a ciberamenaces sofisticades), Ethical
Hacking (Dispositius meédics, Dispositius 10T, PLCs, ECUs, etc.),

Radio Frequency Security (SDR), etc.

Seguretat Distribuida (Cloud, Fog & Edge Computing),
Seguretat en Plataformes Mobils, Intel-ligéncia Artificial
(Machine & Deep Learning), SDLC Segur, Criptografia

Postcuantica, Tecnologia Blockchain, etc.

Sistemes Control d’Access, Autenticacié Adaptativa,
Autenticacio Implicita, User-Centric Approaches, Identitat i

Blockchain, Interoperabilitat, etc.
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A digital Europe
built on trust

Eurecat was Involved in
writing ENISA report on
recommendations in
electronic identity
systems authentication.
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Camtre Tecrologic de Cataluryn.

Boletin Semanal de Ciberseguridad Industrial ;Mo lo ve bien?
Abralo en el navegador.

Centro de
Ciberseguridad
Industrial

Boletin
Semanal

21 de noviembre de 2016
Numero 182

Comentario del editor

Semana tras semana, Ios ciberproblemas siguen afectando a empresas de todos y cada uno de
los sectores economicos. En los ditimos dias, v como consecuencia de sendos robos de
informacion, han ocupado los titulares un par de nombres conocidos: Michael Page, la firma
internacional de seleccion de personal con sede en €l Reino Unido, y FriendFinder Metworks, la
empresa matriz de portales web como AdultFriendFinder.com, la sede web que se define a si
misma como "fa comunidad de sexo mas mundana y grande del Mundo".

<>
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El risc esta sempre present
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El risc esta sempre present de manera accidental

March, 24", 1989 ~ Consequences of the “]
Alaska, USA ; spill

37,000 Tn spilled

6,700 Km2 affected (in just one
week)

Environmental damage

=2
Source: Medicambientales com

EXXON VALDEZ

‘Souree: Ol -Spil-Info.com

=
CAGE Maxx Ui ORI L ROV
THR: O ° e €0 75 90 105 120 135 DPT: 4937

DPY: 4840° -~y A - 100 e 3;: ;gm: April, 2oth’ 2010

HDG: 090 . TRN:-0.5 1S1
TAN: 0.5 . 80 Km offshore Louisiana, USA

Consequences of the “Deepwater
Horizon” oil spill
* 11dead
770.000 Thn spilled

hittp://www.pbs. log/wp- p

0adls/2015/04/deepwater-welljpg

‘Source: Medioambientales com
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El risc esta sempre present de manera intencionada

TEK COEM  TOMOSK CHRRL NATENE M . g 1 " ANALISIS CURSOSONLINE ROUTERS WIFI PLC TESTDEVELOCIDAD REDE]
v

-

Detectan nuevas vulnerabilidades en el
protocolo de seguridad WiFi WPA2

Por Rosselyn Barroyeta - Oct 2, 2018

MANUALES = FIRMWARES = BITTORRENT = ANDROID | GNULINUX = D-LINKHOGAR DIGITAL

Chips del fabricante Infineon generan
claves RSA que no son seguras

Escrito por Adrian Crespo 17 octubre, 2017 a las 9:00

fvwG:

seguridad

0 Comentarios 2

PYoXINZONE foRos  SOPORTEOFGAL  ACTUALDAD  TUTORIALES  UTIUDADES A HUAWE

£ [w]|r[<]0]d] . . . .
e 700 millones de moéviles Android chinos

ce smque e vines ol proocaoce s \/@ AN CON UNaA puerta trasera preinstalada

Si bien, en sumomento el ataque fue cor

ha revelado una nueva falla de seguridad . o o )
A& / 700 millones de méviles Android chinos venian ...

0 telefonia fv G er

Unade las ventajas gue tiene Android es que, al ser codigo libre, cualquier fabricante puede compilar
su propio sistema y modificarlo a su gusto (hasta cierto punto, siguiendo las guias que establece
Google). El problema es que algunos fabricantes, en este caso chinos, pueden tomarse esto con

demasiada libertad, y pueden aprovechar para obtener datos de los usuarios que utilizan sus teléfonos.
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El risc esta sempre present de manera intencionada

I: ‘Denial of service' attack disrupted US energy
company operations, government confirms

Zack Whittaker @zackwhittaker / 5 hours ago C] comment

Norway's Norsk Hydro lost $50 million in
cyber attack

AFP/The Local
news@thelocal.no

@thelocalnorway

30 April 2019
12:52 CEST+02:00

norsk hydro

Share this article

0000
-

Norsk Hydro was targeted in a cyber attack. Photo: Bjoertvedt/Wikimedia Commons

A cyber attack that targeted Norwegian industry giant Norsk Hydro in March cost the
company around $50 million.
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El risc esta sempre present de manera intencionada

We, behalf of an anti-oppression hacker group that have been
fed up of crimes and atrocities taking place in various
countries around the world, especially in the neighboring -
countries such as Syria, Bahrain, Yemen, Lebanon, Egypt and angoui gSoljl

., and also of dual approach of the world community to Saudi Aramco
these nations, want to hit the main supporters of these
disasters by this action.

One of the main supporters of this disasters is Al-Saud corrupt regime that sponsors such
oppressive measures by using Muslims o0il resources. Al-Saud is a partner in committing
these crimes. It's hands are infected with the blood of innocent children and people.

In the first step, an action was performed against Aramco company, as the largest
financial source for Al-Saud regime. In this step, we penetrated a system of Aramco
company by using the hacked systems in several countries and then sended a malicious virus
to destroy thirty thousand computers networked in this company. The destruction operations
began on Wednesday, Aug 15, 2012 at 11:08 AM (Local time in Saudi Arabia) and will be
completed within a few hours.

This is a warning to the tyrants of this country and other countries that support such
criminal disasters with injustice and oppression. We invite all anti-tyranny hacker groups
all over the world to join this movement. We want them to support this movement by
designing and performing such operations, if they are against tyranny and oppression.

- Cutting Sword of Justice
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El risc esta sempre present
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El risc esta sempre present... i no ho percebem

L’equacio del risc

Risc = Amenaca x Vulnerabilitat x Impacte

Amenaca>) Circumstancia o esdeveniment que te el potencial de
causdar danys.

Vulnerabilitat>Debilitat que pot ser explotada per un adversari o a
tra n incident.

Quantitat de perdua o dany que es pot esperar després
U

un atac exitos.
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La realitat es...

2019 o
Media Blur
LocalBlox
m Company MyHeritage T-Mobile

cMS Facebook East obiz  Quora  SKY

Careomn s Google+ 100,000,000  Brasil
Amazon Chinese i b . Marriott — st%}m TWItter Massage ‘I;ii?m

British
cathay leak 383,000,000

Pacific

2016
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Industria 4.0

14
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La Industria 4.0

Piramide d'automatitzacio industrial classica.

15 <>
.8
O\S)
Field | c?s
Level

Piramide d'automatitzacio industrial a IndUstria 4.0.
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. )))

Internet of Things
(IoT)

Dispositius Intel-ligents

« Hot reconfiguration

« Near-real time information
(encoder status)

« Adaptation to factory
(interoperability and
delocalized framework)

16

<>

Smart Encoder:

« Industrial processes
« Machinery

« Productive environments
| + High levels of precision




eurecat | Ciberseguretat

Cerare Tecrologic de Comaluryn @

Analitica de dades

Data Acquisition
System

v
=
e

Location based
content delivery

5 )))

N =

Advanced
Predictive System
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Analitica de dades en planta

User Environment (EAM CNS, ey < prern OpenCBM Platform
4 APM Users & Web Apps Ul Consisting of three modular platforms
Enterprise IT Laghoy Stakeholders that are independent & complementary

OpenCBM-INTEL

SCM & SRM Enterprise Application E
AT Ml e 'ntegration (EAI) and \%\(\ i i o
Service Bus (ESB) ~a )% Big Data Analyhu Platform
Extonded with OpenC& M (Providing User Apps HMI over
‘ | ond MIMOSA (OSA-EAY) Hy brid 10T/BigData Cloud Co mputing)
standaed dota model and
intesfoces

OpenCBN-INTEGRA
Integration and Interoperability
Services Middleware Platform
(Data Flow, Information Service Bus,

.
SUGMITR] BRI E Semantic Brolering, Workflow :
Plant Data Networks Management) :
\ (M) :
MIMOSA (OSA-CBM) :
Data model overlio? .
Comms Protocols {OPC- b | OpenCBM-SENS :
UA, DDS, HTTP, MQTT] Condition Monitoring Open :
Smart Sensors |oT/CPS Platform
L {Open Software & Hardware)
'M‘ ,!\ ASSETS / MACHINES
RS Physic Components equiped with

10T/CPS Smart Sensors (DA & DM Agents)

Depioyment of Conaition Monitonng
Smaort Sensor (I10T/CPS)
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...I1 entre plantes

Demand Dtlven
(Forecasting)

| bbbl t,.uHI.l.l LHIHM

Physical
gepresentation

§ Semantic
D & Representation
: S

Water Allocation -
(Expert System)

y ," Water

- T - |,-\- - —— y;—~‘v»~r,- =
CHETTT O i
‘ Pumping Scheduling

Interoperability ~ ResourcesSavings 109 59 (AT®ML& Simulation) -
Framework & Cost Reduction —

. 'lT;draulli:"
- Model
Integratl'\,.

Open
e Standards
Monitoring vs.
Recommendation Quick Access to all
Improves System information Among V’- <

Knowledge Water Supply
e Distribution

User

Friendly User Awirenass

Interface
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Ciberseguretat Industrial

20
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La Industria 4.0
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El risc a la Industria 4.0

L'’equacio del risc

% Risc = Amenaga x Vulnerabilitat x Impacte

1Circumstancia o esdeveniment que te el potencial de
causar danys.

tVulnerabilitatDDebilitat que pot ser explotada per un adversari o a
tra n incident.

1Quantitat de perdua o dany que es pot esperar després
U

un atac exitos.
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La realitat es...

Les vulnerabilitats dels PLC son un fet.

Xarxes sense fils? Es possible realitzar una Denegacio del Servei (DoS) a
qualsevol xarxa inalambrica amb una minima inversio.

Existeix un Firewall extern?, que hi ha de la seguretat interna?: la major part
dels incidents sén provocats des de dins (fallades tecniques, negligéncies,
sabotatges, etc.).

80-90% dels SCADA estan connectats a la xarxa corporativa (molta vegades sense
que el departament de TI/TO sigui conscient d'aix0): sistemes a I'ombra (shadow
IT/OT).

Els Sistema de Control i Automatitzacidé Industrial operen en un entorn complex
(milers de senyals, multiples xarxes, etc.).

Les organitzacions comparteixen cada vegada més informacié entre els seus
sistemes d'informacio corporatius i els seus sistemes de control de processos.

<>
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La realitat es...

+ La revelacio de secrets comercials/industrials o la interrupcio en el flux
d'informacio no son les uniques consequencies d'una fallada de seguretat.

« Les pérdues de vides humanes, el dany mediambiental, la interrupcié de la
produccio, lI'incompliment reglamentari i el compromis de la seguretat en les
operacions son conseqliencies molt mes greus.

« Aquestes conseqliencies poden tenir ramificacions més enlla de la propia
organitzacio, ja que poden danyar greument la infraestructura de la regio o de la
nacio: interdependencies.

« Les amenaces externes no son |'Unica preocupacid, un acte involuntari i innocent
pot suposar un greu risc de seguretat.

<>
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Confidenciali
tat

Disponibilitat

La realitat es...

Disponibilitat

Confidencialitat

26
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Area Industrial

« Habitualment:

O

O

No requereixen autenticacio,

No requereixen, ni ofereixen,

autoritzacio,
No utilitzen xifrat,

No gestionen adequadament errors

0 excepcions.

« Per tant, habiliten diverses fonts de
potencials debilitats:

@)

O

Intercepcio de dades,
Manipulacié de dades,
Denegacio de Servei (DoS),

Falsejament d'adreces (Address

Spoofing),
Respostes no sol-licitades,

Segrest de sessions (Session

Hijacking),
Manipulacié de paquets/protocols,

Modificacié de dades de registre
(logs),

Accés no autoritzat.

<>
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Incidents

El malware industrial ESCUCHA, APRENDE Y ADAPTA EL ATAQUE

l UPDATE FROM SOURCE = l
" ' o G0

B-i-5-E  oE 'B
i\

1. infection

Stuxnat entors a system via a USH stck and
proceeds 10 infect all machines running
Mcrosoft Windows. By brandishing a gl
COrtiicate that seses 10 show that it comes
from a reSable company, the worm is able to
evade atomatod - Betection wystoms.

STUXNET

The worm then compeomises the
target system's logic controllers,
exploiting 1000 dary” vulnerbilities - uses the Information it has gathered to
software weaknesses that havent ke control of the contrifuges, making

Deon ientified by security experts. hem i Ehemsetvas 10 faiure
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Tecraokighc de Cataly

Incidents

El malware industrial ESCUCHA, APRENDE Y ADAPTA EL ATAQUE

Industroyer: la mayor amenaza para sistemas
de control industrial desde Stuxnet

POR ANTON CHEREPANOVY PUBLICADO 12 JUN 2017 - 08:164AM

DP‘EMDGH. DE ﬁII

MALWARE INDLUSTROYER

INTERMET COMPARILA DE DISTRIBUCION
ELECTRICA

INDUSTROYER
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En 2005 la presa Taum Sauk (Missouri, EEUU) sufrié una
brecha por la que salieron 4 millones de m3 de agua en 12

Incidents

30 <>

En 2007, dos hackers accedieron a los sistemas de control
de semaforos del departamento de tréfico de Los Angeles
(California, EEUU).

« Apagaron los semaforos de

cuatro intersecciones de la
ciudad.

Wie Popers Webcasts

COMPUTERWORLD

Topics ™ He

Home = Securty

« Modificaron la
configuracion de los
sistemas para impedir el
acceso de los
administradores legitimos.

ews
Two charged with hacking LA traffic lights

Disruption occurred just before August job action

1DG News Service - Two men have been charged with ilegal computer
access after they allegedly hacked into the Los Angeies city traffic center to

minutos.

El causante fue un mal
funcionamiento del
software de control de las
bombas de llenado.

La presa sigui6 llenandose
hasta sobrepasar su
capacidad.

Ciberterrorisme

ciberespionatge

En 2006 una planta de tratamiento de aguas
(Pennsylvania, EEUU) sufrié una brecha de seguridad.

« Un ordenador portatil
infectado permiti6é que
hackers accedieran a los
sistemas que
controlaban la
concentracion de cloro
en el agua potable.

« Afortunadamente sélo

spam.

Ciberdelicte

InfoWorld

CHANNELS Ao bev

-

Hackers break into water system network

Attackers believed to be operating outside the U.S. gain access to
computers at a Pennsylvania water treatment plant
[+

Pennehvania, waler

By Roterl Mellln | [DGNS 1

eatTENpiEnt eanler TS monm

an s s

los utilizaron para enviar ZEEIETEEED .

En enero de 2012 un hacker publicé una lista de IPs
pertenecientes a sistemas SCADA de organizaciones
Israelies.

Ademas informé de que podian ser accedidos utilizando
determinada contrasefia.

« La contrasefia era:
100.

SOFTPEDIA

Sy 12th, 2012, 12:22 GHT - By Eduard Kinacs

nymous Releases Israeli SCADA System
Details

At

» Esla contrasena por
defecto de los
sistemas Simatic de
Siemens.
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On actuar
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Ciberseguretat de tot el procés

Data Communication
Data Integrity
Data Confidentiality

Data Acquisition

Data Communication
Data Integrity
Data Confidentiality

2 ™

Smart Encoder:

« Industrial processes
« Machinery

« Productive environments
| - High levels of precision

Internet of Things
(IoT)

Location based
content delivery

Advanced
Predictive System

-f"-}a I E
) " ‘, -

. ..

delocalized framework)

User Authentication
Device Authentication
Data Integrity
Data Confidentiality

User Authentication
Device Authentication
Data Integrity
Data Confidentiality

Data Sensor
Device Authentication
Data Integrity

Adquisicion y analitica de datos en planta

Dispositivo inteligente
Un ataque eficiente puede alterar o parar la produccion de la planta por tiempo indefinido
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Ciberseguretat a la Industria 4.0

Center
(€LOUD)
M
Core Data center:
Edge @ > Compute
(FoG) Software Defined Network Storage
e T Network Management System Analytics
Extreme Edge @ {in-motion and at-rest)
Smart Sensors SN 2 3
Sensors Analytics Third party services:
Actuators (in-motion) Service Management Tools
Microcontrollers @ Other Services
Microcomputers Security

Wide Area Network
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Errors comuns

Errors de seguretat

o Creure que la xarxa es segura nomes
perque:
- Esta segmentada en diferents nivells,
- Existeix un Firewall,
« Els sistemes interns suposadament no
estan connectats directament a

Internet.

Propagacio
o Regles massa permissives en els
Firewalls:
- Escas filtratge de sortida.

« Poques restriccions en els filtres.

o Sistemes mal administrats:
« Serveis innecessaris.

- Softwares no actualitzats.

Infeccid

No existeix una politica d’'us acceptable

de USBs, Smartphones, portatils, etc.
Antivirus no actualitzats.

Sistemes no parchejats.

No es filtren els continguts web.

No existeix un IDS.

Solucions
Bona gestio:
Mantenir i actualitzar les politiques de
filtratge.

Revisar les consoles d'alarmes.
Realitzar tests d'intrusié periodicament.
Securitzar els equips.

Formacio i conscienciacio.
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Ciberseguretat: com abordar el problema?

Es tracta d’'un procés continu en el temps.

Security-by-Design: La ciberseguretat
s'ha de tenir en compte des del primer
minut de disseny i/o fabricacid. Les D
mesures introduides des del principi Conscienciacio
milloren considerablement la resiliencia
dels dispositius i sistemes.

Formacié i Conscienciacié: Un dels
aspectes essencials en el nou model
d'Industria 4.0 és ser conscients que els
riscos als quals s'exposa una planta es
veuen incrementats d'una manera
considerable.




eurecat

Centre Tecnologic de Catalunya

tecnio
catalonia

GRACIES

info@eurecat.org @ www.twitter.com/eurecat_news @ www.facebook.com/Eurecatorg
www.eurecat.org




